CRUM&FORSTER

Updating Domain Name Services (D.N.S.)

A Domain Name Service (DNS) translates human-readable internet hostnames, such as
www.CFins.com, into a digital computer readable Internet Protocol (IP) address, such as
198.199.225.5.

By updating your Domain Name Service you can use a secure DNS provider that will block traffic
from known malicious sites. Bad actos often disguise links to malicious sites in an attempt to
download malware (including ransomware) to computers.

Below are step-by-step guides to help you update your DNS settings. If you need help at
anytime, please e-mail us at CFCyberRisk@CFins.com,

MENU
Microsoft Windows
Apple Mac OS X

iPhone/iPad

Android devices
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Updating DNS Settings on a Windows Based Computer

#NOTE: Activating this Windows process may require administrator rights on the account
logged into the PC. If your individual account does not have administrator rights, save what you
are working on, log off the PC and log back on the computer with an administrator level
account.

1. Click on the Start button ﬂ in the toolbar.

2. Click Control Panel from the Start Menu

Games

‘ Maozilla Firefox
Recent Ttems

. |Obit Malware Fighter

Computer
EE Weather

PC Settings

Adv d 5 Care 8

a anced Systemiare Windows 8 FAQ
Health Fitness Modern Apps

Calend.
E alendar Control Panel

= Al Programs

Shut down | »

3. Click on “Network and Internet.”

Adjust your computer's settings View by: Category ~

. System and Security
[ ] Review your computer's status
Back up your computer

Find and fix problems

User Accounts
) Change account type

Appearance and Personalization
Network and Internet il Change the theme
ﬁi View network status and tasks h Change desktop background
s Choose homegroup and sharing options Adjust screen resolution
Hardware and Sound 9
1%

View devices and printers Clock, Language, and Region

Add & device Change keyboards or other input methods

r Programs p e Ease of Access
h‘ Uninstall a program | Let Windows suggest settings
) Get programs Optimize visual display
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4. Click on ”Network and Sharing Center”

Control Panel Home

System and Security
Network and Internet

Hardware and Sound

Programs

User Accounts

Appearance and Personalization
Clock, Language, and Region

Ease of Access

Network and Sharing Center
View network status and tasks | C
Add a wireless device to the network

jew network computers and devices

HomeGroup
Choose homegroup and sharing options

Internet Options

Change your homepage =~ Manage browser add-ons  Delete browsing history and cookies

Ralink WLAN Utility

5. Click on “Change adapter settings” located on the left side menu

Control Panel Home

Change adapter settings

Change advanced sharing setting

View your basic network information and set up connections

See full map

A o

@

My Computer My Network Internet
View your active networks Connect or disconnect
cfins.com Access type: Internet

|

Change your networking settings

i

-
¢
=

Damain netwark Connections: E] Local Area Connection

Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,

Cannect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

6. Double click the Computer Icon for the current connection being used.

¥ Network Connections

— =
@Uv r@ + Control Panel ~ Metwork and Internet » Metwork Connections -

Organize -

K

mynetwork.com

Local Area Connection

"i?h’f RealTekP(Ie GEE Family Controller
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- .
7. Click the “Properties” button M in the Local Area Connection Status window

ll | ocal Area Connection Status |
General |
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo Internet access
Media State: Enabled
Duration: 1day 19:37:38
Speed: 1.0 Gbps

Details... |

Activity
sent —— %L_! ——  Recaived
Bytes: 453,394,565 | 883,592,987

'@'Properﬁesl '@'Disable | Diagnose |

8. Look for “Internet Protocol Version 4 (TCP/IPv4)” and click to select.
x]

Networking |

Connect using:

I ¥ Reattek PCle GEE Famiy Controller

This connection uses the following tems:

o8 Cliert for Microsoft Networks -

4B 305 Packet Scheduler

gﬁle and Printer Sharing for Microsoft Metw

- Cisco Media Services Interface Protos

-4 Cisco |P Communicator driver for CD

-&. Intemet Protocol Wersion & (TCP/IPy

B Intemet Protocol Version 4 (TCP/IPv4) _l;l
| E

41

Install... Uriirstall I Properties |
— Descriction

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel
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Properties

9. Click the Properties button

10. Click the “Use the following DNS server address” radio button -
[Note: you should not make any other changes to the selections below

other than those indicated]
Internet Protocol Version 4 (TCP/TPw4) P!m

21
General |
You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

11. Type “208.67.222.222” In the Preferred DNS Server field and “208.67.220.220” in the
Alternate DNS server field

¥ |Jze the following DNS server addreszes:

Preferred DNS server: | 208 . 67 .222.222

Alternate ONS server: | 208 . 67 . 220 . 220

12. Click the “OK” button E

[Return to Menu]
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Updating DNS Settings on Apple Mac OS X
1. Click on the “Apple” symbol on the top left hand side of the screen.

2. From the drop down menu, select “System Preferences”

w

Click on the “Network” icon (this is usually in the 3" row of icons.

4. Onthe top left hand side, select the network interface (“Ethernet” or “Wifi”) and then click
the “Advanced” tab on the bottom right hand side.

L] { E:H Network

Location:  Astomatic E

Status: Connected Turn Wi-Fi Off

Wi-Fi is conmected to
ard has the IP acdress 192_168.0.4.
[ Ih'fTB”d 9e Network Mame:  OSXDaily.cam Wi-Fi netwark <]
Ask 1o join new networks

Krown networks will Be jooned automaticaily.
IF rir iy etk are menilabie, you will
hae pa manually solict 2 rerwark.

e . a
+ — g [l Show Wi-Fi status in menu bar ?

Assist me, ., Revert Apply

5. Select the DNS tab from the top of the screen.

Network
= Wik
Wi-Fi ICPIIWINS B02.1x  Proxies  Hardware
DNS Servers: Search Dormains:
BEESB
BB44
208.67.222.222
208.67.220.220 h
osxciaily conm
+ —| IPv4 or IPvE addresses -+

Cancel 0K
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8.

o.

Click on the [+] button. Type in 208.67.222.222
Click on the [+] button again. Typein 208.67.220.220
Click on any other DNS Servers listed and then click the [-] button.

Click OK

10. Click Apply

11, Close all windows

[Return to Menu]

Updating DNS Settings on iPhone/iPad

1.

2.

Launch Settings from the home screen

Select Wi-Fl

Next to the connected Wi-Fi network, tap the “i” icon
Underneath DNS, tap Configure DNS

At the top of the screen you can tap Manual to make changes
Tap Add Server to add a DNS server

Add 1.1.1.1 as a DNS server

Click Save on the top right of your screen when finished

[Return to Menu]
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Updating DNS Settings on an Andriod Device

1. Inthe home screen, tap Settings

2, Tap Wi-Fion the menu

3, Press and hold on the network you are currently connected to, then tap Modify Network

4, Switch the IP Settings from DHCP to Static

5. Edit the DNS settings to include “208.67.222.222"” and “208.67.220.220” under DNS 1 and DNS 2

6. Click Save

[Return to Menu]

NEED HELP?!? Please e-mail us at CFCyberRisk@CFins.com
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